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Audit & Risk Committee - Action and Decision Log
Meeting No 38 — 22 November 2022

Meeting
Date

Agenda Item

Reference

Details

Action
Owner

Due Date

(Paper 1a)

Action
Decision

Open
Complete
Approved
Declined

13/09/2022 | 2022-23 Committee ARC37: A01 | The Committee recommended the ARC 2022-23 Committee | P Donald 22/09/2022 | Action Complete

Terms of Reference Terms of Reference and Workplan to the Board for approval.

and Workplan
13/09/2022 | Internal Audit rolling ARC37: A02 | Rationale to support closure of action related to ‘Schools and | J Thomson | 22/11/2022 | Action

Action Plan as at Community Provision’ as detailed in the Internal Audit rolling

September 2022 action plan report at September 2022 to be documented and

presented at next meeting.

13/09/2022 | 2022-23 Corporate ARC37: AO3 | The Committee recommended AY2022-23 Ayrshire College | J Thomson | 22/09/2022 | Action Complete

Risk Register (V1) as Risk Register (V1) as at September 2022 to the Board for

at September 2022 approval.
13/09/2022 | Risk Management ARC37: A04 | The Committee recommended the Risk Management Policy | J Thomson | 22/09/2022 | Action Complete

Policy to the Board for approval.
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\

The matters raised in this report are only those which came to our attention during the course of our audit and are not necessarily a comprehensive statement of all the weaknesses that exist or all improvements
that might be made. The report has been prepared solely for the management of the organisation and should not be quoted in whole or in part without our prior written consent. BDO LLP neither owes nor accepts
any duty to any third party whether in contract or in tort and shall not be liable, in respect of any loss, damage or expense which is caused by their reliance on this report.
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EXECUTIVE SUMMARY

Background

As part of the provision of continual assurance with regard to internal control arrangements, a review of the degree of implementation of previously agreed
Internal Audit recommendations was conducted in September 2022. In accordance with the Internal Audit Annual Plan 2021-22, we have considered the
implementation status of all recommendations raised. 1 recommendation was followed up from the work undertaken during 2019-20, 11 recommendations
were followed up from 2020-21, and 3 recommendations were followed up from 2021-22. The recommendations relate to 7 audit areas, as listed below:

* School and Community Provisions 2019/20 (1 recommendation) e Commercial Income Generating Programmes 2020/21 (4
recommendations)

* Financial Processes 2020/21 (1 recommendation) * Student Support 2021/22 (2 recommendations)

» Staff Recruitment and Selection 2020/21 (3 recommendations) * Student Voice 2021/22 (1 recommendation)

* |IT Service Provision During Covid-19 2020/21 (3 recommendations)

Methodology
Ayrshire College’s internal audit recommendation progress report was reviewed to determine the degree of implementation achieved. Where the responsible
person stated that recommendations had been implemented, evidence was sought, and testing undertaken relevant, to verify continued compliance.
Q
)
Acknowledgement D‘Q)
We appreciate the assistance provided by the staff involved in the review and would like to thank D}g@mﬁor their help and on-going co-operation (see Appendix
| for a list of staff interviewed during the follow-up review). Q NG
S
N
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EXECUTIVE SUMMARY

Status of recommendations as at September 2022

The summary below provides a simple overview of the status of each recommendation. Of the 15 recommendations due to be implemented, 14 (93%) have been
categorised as fully implemented and 1 (7%) are considered as partially implemented. There are 5 recommendations not due for implementation at the
commencement of fieldwork. On this basis, we conclude that Ayrshire College has made very good progress in implementing the recommendations raised and we
can provide assurance that management’s resolve to implement previously agreed Internal Audit recommendations is sound.

Fully Partially [\[o] 4 Superseded Not due for
: : : : : Total
Audit implemented implemented implemented implementation

School and Community Provisions 2019/20 - 1 - -

Financial Processes 2020/21 1 - - -

Staff Recruitment and Selection 2020/21 3

IT Service Provision During Covid-19 2020/21 3 - - -
4

Commercial Income Generating Programmes

2020/21 Q%q'

Student Support 2021/22
be

Marketing 2021/22 - - X% . - 2

9

Procurement 2021/22 - i Q/Q .
Student Voice 2021/22 1 i (JO
TOTAL 14 1\(
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RECOMMENDATION STATUS - SCHOOL & COMMUNITY
PROVISIONS 2019/20

. Original Recommendation ﬂ Management Response Responsibility & Implementation
Date

We recommend the College has data sharing agreements The College will share the draft data sharing Responsible Officer: Head of

in place with the local authorities it engages with. . agreement with each of the three local Schools, Communities and
authorities. This will be discussed and agreed Widening Access

We also recommend these agreements are reviewed on a with each of the directors of education and Implementation Due Date:

regular basis. formally approved. 30/11/2020

The draft data sharing agreement has been
prepared in line with the data sharing
agreements already in place across the rest of
the College.

Status at September 2022

Partially implemented

Data sharing agreements have been agreed with East Ayrshire Council, however evidence of th' 5 stilbto be provided. This recommendation will be fully
{t the College engages with.

Management Response at September 2022

The data sharing agreement has been agreed with East Ayrshire Council and is aw g\n
Ayrshire councils to obtain confirmation (or otherwise) on the draft agreementsém@
yet to be formally approved.

cludmg escalating the matter to chief executive level, but these have

The College and three local authorities are working to the arrangements set out in the data sharing agreements. The ability for the College to drive through
formal agreement would be a disproportionate level of resource, especially given that the two local authorities are working to the draft agreement. It is therefore
proposed that members agree to close this audit action.
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APPENDIX | - STAFF CONTACTED

NAME JOB TITLE

James Thomson Director of Finance, Student Funding and

Estates

BDO LLP appreciates the time provided by all the individuals involved in this review and would like to thank them for their assistance and co-operation.
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APPENDIX Il - DEFINITIONS

LEVEL OF
ASSURANCE

Substantial

Moderate

Limited

No

> © B

DESIGN of internal control framework

Findings from review

Appropriate procedures and controls in
place to mitigate the key risks.

In the main there are appropriate
procedures and controls in place to
mitigate the key risks reviewed albeit
with some that are not fully effective.

A number of significant gaps identified in
the procedures and controls in key areas.
Where practical, efforts should be made
to address in-year.

For all risk areas there are significant
gaps in the procedures and controls.
Failure to address in-year affects the
quality of the organisation’s overall
internal control framework.

Recommendation Significance

High ‘

Medium

Low ‘

A weakness where there is substantial risk of loss, fraud, impropriety, poor va
impact on the business. Remedial action must be taken urgently.

value for money. Such a risk could impact on operational objectives and s|

Areas that individually have no significant impact, but where management would benefit from improved controls and/or have the opportunity to achieve greater effectiveness

and/or efficiency.

Design Opinion

There is a sound system of internal
control designed to achieve system
objectives.

Generally a sound system of internal
control designed to achieve system
objectives with some exceptions.

System of internal controls is weakened
with system objectives at risk of not
being achieved.

Poor system of internal control.

*

.
GO

A weakness in control which, although not fundamental, relates to shor@bﬁg\
~

OPERATIONAL EFFECTIVENESS of internal controls

Findings from review

No, or only minor, exceptions found in
testing of the procedures and controls.

A small number of exceptions found in
testing of the procedures and controls.

A number of reoccurring exceptions
found in testing of the procedures and
controls. Where practical, efforts should
be made to address in-year.

procedures, n nce can be placed on

Due to absence 05 @tive controls and

their operati?‘ lure to address in-

year affes& t! eﬁ:&ty of the

organisatien’s avefal

fram k
&N

QZ2ECE

/efall internal control

Effectiveness Opinion

The controls that are in place are being
consistently applied.

Evidence of non compliance with some
controls, that may put some of the
system objectives at risk.

Non-compliance with key procedures and
controls places the system objectives at
risk.

Non compliance and/or compliance with
inadequate controls.

or failure to achieve organisational objectives. Such risk could lead to an adverse

hich expose individual business systems to a less immediate level of threatening risk or poor
be of concern to senior management and requires prompt specific action.
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APPENDIX Ill - TERMS OF REFERENCE

BACKGROUND

As part of the 2021-22 Internal Audit plan for Ayrshire College, it was agreed that internal audit will follow up on previously agreed recommendations made in
Internal Audit reports in previous years, and where relevant during the current year.

PURPOSE OF REVIEW

The aim is to provide assurance to management and the Audit Committee that previous internal audit recommendations have been implemented effectively
and within targeted timescales.

KEY RISKS

The key risk associated with the area under review is:

* Action is not taken to implement recommendations resulting in weaknesses in control and subsequent loss, fraud or error.

SCOPE OF REVIEW

We will review management’s action taken to implement internal audit recommendations. This will involve the rev‘@f recommendations made in each of the
internal audit reports issued during 2020/21, and a follow up of any outstanding recommendations from previ ears. We will also review progress against
recommendations made during the current year that are due for implementation. D‘O)Q

N
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EXECUTIVE SUMMARY

Background

Our role as internal auditors is to provide an independent, objective assurance and consulting activity designed to add value and improve an organisation’s
operations. Our approach, as set out in BDO’s Internal Audit Manual, is to help the organisation accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management, control and governance processes.

Responsibilities

BDO LLP has been appointed as internal auditors to Ayrshire College to provide the Board of Management (via the Audit & Risk Committee), the Principal and
other Executive and senior management with assurance on the adequacy of the following arrangements:

* Risk Management;

* Corporate Governance;

* Value for money; and

* Internal Control. Vv

Responsibility for these arrangements remains fully with management, who should recognise that int %’audit can only provide ‘reasonable assurance’ and
cannot provide any guarantee against material errors, loss or fraud. Our role at Ayrshire Colle s also aimed at helping management to improve risk
management, governance and internal control, so reducing the effects of any significant risks faci %ﬁa}@ganisation.

Our risk evaluations and tests are designed to ensure that controls are sound both in design ang, e fagtive in operation. Our conclusions are based on evidence
obtained during the course of our audit work, verification tests and samples selected from 8y’ transactions to date. However, our conclusions should not
be taken to mean that all transactions have been properly authorised and processed or tl’@%a G ments of systems have been tested.
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EXECUTIVE SUMMARY

Audit Approach

We have reviewed the control policies and procedures employed by Ayrshire College to manage risks in business areas identified by management set out in the
2021-22 Annual Internal Audit Plan approved by the Audit & Risk Committee. This report is made solely in relation to those business areas and risks reviewed in
the year and does not relate to any of the other operations of the organisation.

Our approach complies with best professional practice, in particular, Public Sector Internal Audit Standards and the Chartered Institute of Internal Auditors’
Position Statement on Risk Based Internal Auditing.

We discharge our role, as detailed within the audit planning documents agreed with Ayrshire College’s management for each review, by:

* Considering the risks that have been identified by management as being associated with the processes under review

* Reviewing the written policies and procedures and holding discussions with management to identify process controls

» Evaluating the risk management activities and controls established by management to address the risks it is seeking to manage

* Performing walkthrough tests to determine whether the expected risk management activities and controls are in place

* Performing compliance tests (where appropriate) to determine whether the risk management activities and controls are operating as expected.

The assurance statement provided on page 8 of this report is based on historical information and the pro@mon of any information or conclusions contained in
our opinion to any future periods is subject to the risk that changes may alter its validity. Cbb‘
DX

%

Coverage

During 2021-22 BDO LLP has reviewed and evaluated Ayrshire College’s processes in the @bﬁ/« areas:

* Covid-19 Health & Safety . CO anagement
* Student Support

* Marketing A

* Student Voice ?“,;\
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EXECUTIVE SUMMARY

Recommendations

To assist management in addressing our findings, we categorise our recommendations according to their level or priority. The recommendations made in the
nine completed reviews totalled 8.

Summary of Recommendations (SEE APPENDIX 1)
High A
Medium [

Total number of recommendations: 8

Low

Reporting mechanisms and practices

Our initial draft reports are sent to the key officer responsible for the area under review in order to a%r management responses. In every instance there is

an opportunity to discuss the draft report in detail. Therefore, any issues or concerns can be discu ) management before finalisation of the reports.

e
Our method of operating with the Audit & Risk Committee is to agree reports with management n%bh;en present and discuss the matters arising at the Audit &
Risk Committee meetings. Ra¥

Management action on our recommendations

Management have been conscientious in review and commenting on our repo@}?ﬁ( the reports which have been finalised, management have responded
positively. The responses indicate that appropriate steps to implement our recoyy endations are being put in place.
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EXECUTIVE SUMMARY

All our final reports are available to the external auditors through the Audit & Risk Committee papers and are available on request. Our files are also available
to External Audit should they wish to review working papers in order to place reliance on the work of Internal Audit.

Follow up

During the year we undertook independent exercises to assess the progress made by Ayrshire College in implementing internal audit recommendations made in
previous years.

Implementation of recommendations is a key determinant of our annual opinion. If recommendations are not implemented on a timely basis then weaknesses
in control and governance frameworks will remain in place. Furthermore, an unwillingness or inability to implement recommendations reflects poorly on
management’s commitment to the maintenance of a robust control environment. Within Ayrshire College we found a very good level of commitment and effort
in clearing as many outstanding recommendations as possible from previous audit reports.

We followed up 15 recommendations from 2021-22 and prior years. We note that 14 of these recommendations had been fully implemented, and 1 was
partially implemented. There were a further 5 findings not yet due for implementation.

On that basis we can take assurance that management’s resolve to implement previously agreed recomn&&%tions is sound.

D‘Cb

Summary of work performed
O
Details of the six internal audit reviews and the follow up review have been reported to -’w i Risk Committee throughout the year and have been

discussed at length with consideration and scrutiny of management responses and timesea/@ fﬁ@osed.
For the purpose of this annual report, we set out in the following pages our summa(y(ﬁ, rG’&mmendations and assessment of the design and effectiveness of

the risk assurance for each of the audit areas reviewed. é(\\ \’],
x’

XV
?;\:\\
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REVIEW OF 2021 - 22 WORK

Overall Report Conclusions - see appendix |

Effectiveness
Covid-19 Health & Safety Substantial Substantial

Complaints Management 0 0 0 Substantial Substantial
Procurement 0 0 2 Substantial Substantial
¥,
NN
RN
v
NV
SO
T\
A
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ANNUAL STATEMENT OF ASSURANCE

Report by BDO LLP to Ayrshire College

As the internal auditors of Ayrshire College we are required to provide the Board of Management, via the Audit & Risk Committee, and other management with
a view on the adequacy and effectiveness of Ayrshire College’s risk management, governance and internal control processes.

In giving our view it should be noted that assurance can never be absolute. The internal audit service provides Ayrshire College with reasonable assurance that
there are no major weaknesses in the internal control system for the areas reviewed in 2021-22. Therefore, the statement of assurance is not a guarantee that
all other aspects of the internal control system are adequate and effective. The statement of assurance should confirm that, based on the evidence of the
audits conducted, there are no other signs of material weakness in the framework of control.

In assessing the level of assurance to be given, we have taken into account:
* All internal audits undertaken by BDO LLP during 2021-22;
* Any follow-up action taken in respect of audits from previous periods for these audit areas;
* Whether any significant recommendations have not been accepted by management and the consequent risks;
* The effects of any significant changes in the organisation’s objectives or systems;
* The requirements of the Public Sector Internal Audit Standards; and q)’],

* Any limitations which may have been placed on the scope of internal audit (no restrictions were plagg on our work).

Q
fb
’3%,\/,

In our opinion, based on the other reviews undertaken during the period, and in the con ’Qﬁmateriality, we can conclude that:

* The risk management activities and controls in the areas which we exammed\éé d to be suitably designed to achieve the specific risk management,
control and governance arrangements. 9\

* Based on our verification reviews and sample testing, the risk managem /i}Erol and governance arrangements were operating with sufficient
effectiveness to provide reasonable, but not absolute assurance that the r&ated risk management, control, value for money and governance objectives
were achieved by the end of the period under review.
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PERFORMANCE AGAINST OPERATIONAL PLAN

O 00 N o

September 2021
September 2021
November 2021
February 2022
April 2022

May 2022

March 2022

May 2022
September 2022

Student Support Fund
FES Return

Covid-19 Health & Safety
Student Support
Marketing

Student Voice
Complaints Management
Procurement

Follow Up

Completed.

Completed.
Completed.
Completed.
Completed.
Completed.
Completed.
Completed.

Completed.
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AUDIT PERFORMANCE

AUDIT COMPLETION OF DRAFT REPORT FINAL MANAGEMENT FINAL REPORT
FIELDWORK RESPONSES

FES Return 29 September 2021 1 October 2021 6 October 2021 6 October 2021
Student Support Fund 10 September 2021 21 September 2021 22 September 2021 24 September 2021
Covid-19: Health & Safety 12 November 2021 23 November 2021 25 November 2021 29 November 2021
Student Support 2 March 2022 9 March 2022 15 March 2022 16 March 2022
Marketing 21 April 2022 22 April 2022 26 April 2022 27 April 2022
Student Voice 17 May 2022 30 May 2022 30 May 2022 30 May 2022
Complaints Management 4 April 2022 19 April 2022 9 May 2022 10 May 2022
Procurement 20 May 2022 27 May 2022 7QQ9| 2022 7 July 2022
Follow up 30 September 2022 30 September 2022 D@) Qovember 2022 11 November 2022
%0
N2
. Q
Oy
N7 Qq’
NG
R

On average: ?A/\\,»

« All reports were issued in draft within 10 working days of completion of our fieldwork a)n}fa debrief meeting with management.
« Initial responses were received within 10 working days of the draft report being issued.

» Final reports were issued within 1 working day of final management responses being received.

10
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APPENDIX | - DEFINITIONS

LEVEL OF
ASSURANCE

Substantial

Moderate

Limited

No

> © B

DESIGN of internal control framework

Findings from review

Appropriate procedures and controls in
place to mitigate the key risks.

In the main there are appropriate
procedures and controls in place to
mitigate the key risks reviewed albeit
with some that are not fully effective.

A number of significant gaps identified in
the procedures and controls in key areas.
Where practical, efforts should be made
to address in-year.

For all risk areas there are significant
gaps in the procedures and controls.
Failure to address in-year affects the
quality of the organisation’s overall
internal control framework.

Recommendation Significance

High ‘

Medium

Low ‘

A weakness where there is substantial risk of loss, fraud, impropriety, poor va
impact on the business. Remedial action must be taken urgently.

value for money. Such a risk could impact on operational objectives and s|

Areas that individually have no significant impact, but where management would benefit from improved controls and/or have the opportunity to achieve greater effectiveness

and/or efficiency.

Design Opinion

There is a sound system of internal
control designed to achieve system
objectives.

Generally a sound system of internal
control designed to achieve system
objectives with some exceptions.

System of internal controls is weakened
with system objectives at risk of not
being achieved.

Poor system of internal control.

*

11

.
GO

A weakness in control which, although not fundamental, relates to shor@bﬁg\
~

OPERATIONAL EFFECTIVENESS of internal controls

Findings from review

No, or only minor, exceptions found in
testing of the procedures and controls.

A small number of exceptions found in
testing of the procedures and controls.

A number of reoccurring exceptions
found in testing of the procedures and
controls. Where practical, efforts should
be made to address in-year.

procedures, n nce can be placed on

Due to absence 05 @tive controls and

their operati?‘ lure to address in-

year affes& t! eﬁ:&ty of the

organisatien’s avefal

fram k
&N

QZ2ECE

/efall internal control

Effectiveness Opinion

The controls that are in place are being
consistently applied.

Evidence of non compliance with some
controls, that may put some of the
system objectives at risk.

Non-compliance with key procedures and
controls places the system objectives at
risk.

Non compliance and/or compliance with
inadequate controls.

or failure to achieve organisational objectives. Such risk could lead to an adverse

hich expose individual business systems to a less immediate level of threatening risk or poor
be of concern to senior management and requires prompt specific action.
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FOR MORE INFORMATION:

BDO LLP, a UK limited liability partnership registered in England and Wales under
number 0C305127, is a member of BDO International Limited, a UK company limited
by guarantee, and forms part of the international BDO network of independent
member firms. A list of members' names is open to inspection at our registered office,
55 Baker Street, London W1U 7EU. BDO LLP is authorised and regulated by the
Financial Conduct Authority to conduct investment business.

BDO is the brand name of the BDO network and for each of the BDO member firms.

BDO Northern Ireland, a partnership formed in and under the laws of Northern
Ireland, is licensed to operate within the international BDO network of independent
member firms.

Copyright © 2022 BDO LLP. All rights reserved. Published in the UK.

www.bdo.co.uk

|IBDO

IDEAS | PEOPLE | TRUST e
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